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Contest Topics for Associate Professor
Position 62, year 2023-2024, semester 1

Topics: Software Quality and Testing; Parallel Processing; Object-Oriented

Programming; Source Code Programming Security

Software Quality and Testing
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Principles for writing source code - Clean Code (SOLID, DRY, KISS, YAGNI, WET, naming
conventions, defining and implementing functions)

Design Patterns: Singleton, Simple Factory, Factory Method, Abstract Factory, Builder,
Adapter, Decorator, Facade, Flyweight, Chain of Responsibility, Command, Observer,
State, Strategy, Memento

Management of source code versions - Git, SVN

Unit Testing Concepts

Using the JUnit framework (versions 3, 4 and 5)

Software quality concepts - metrics, indicators, tools, automatic testing (testing web
applications with Selenium platform)
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Parallel Processing
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Concepts specific to Parallel Processing. Comparison with sequential, asynchronous and
concurrent programming.

Advantages and disadvantages of parallel processing. Amdahl's law.

Parallel processing on multiple threads in Java.

Threads in Java. Runnable vs Thread vs Callable

Thread orchestration in Java using semaphores and barriers.

Problems of parallel processing: race condition, deadlock, livelock, cache coherence,
cache false sharing. Examples in Java

Atomic, volatile and synchronized in Java.

The advantages and disadvantages of threads execution orchestrating using synchronized
context.

Java collections in the context of multi-threaded parallel processing

10. Thread management in Java through ExecutorService

11. Java Parallel Streams

12. Specific algorithms for parallel processing. Example for sorting and searching substrings.
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Object-Oriented Programming
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Procedural programming elements: functions, transfer parameters, pointers to data and
functions, memory classes.

Object Oriented concepts: class, object, constructor, destructor, access methods, this
pointer. Declaration and implementation of methods in a class and outside it.

Copy constructor, operator = overload, objects in HEAP and namespaces.

Conversions between different types of objects (cast operator, operator = and copy
constructor), vector objects, const modifier, static members (static), constant objects,
constant pointers to objects and pointers to constant objects.

Try-catch mechanism in C ++.

Operator overloading.

Inheritance. Polymorphism.

Virtual functions, overriding functions, multiple inheritance.

RTTI type mechanisms, multiple inheritance and dynamic cast.

. Template functions and classes. Methods of encapsulation template functions and

classes in static libraries / dynamic.

Input/Output operations using streams (console and files). The concepts of serialization /
deserialization of objects.

Standard Template Library (STL), containers, iterators and algorithms. Classes for string,
map, list, vector, etc.
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Source Code Programming Security

Low Level Security;

String Vulnerabilities;

Race Conditions;

Reverse Engineering Vulnerabilities;

OOP Related Vulnerabilities;

Web Related Vulnerabilities;

Virtual Machine-Based Languages Vulnerabilities.
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